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Abstract

This paper presents a system developed to simplify the eduroam database
management. The goal of the eduroam database is to provide the necessary information
needed for the operation of the eduroam service and related supporting services like
eduroam monitoring, service location maps and usage statistics, as well as the eduroam
CAT tool. eduroam database specifications have been updated to the second version and
the update has recently become mandatory, requiring many changes for databases of all
National Roaming Operators (NRO). The solution presented here can be useful for NRO
administrators to simplify the eduroam database management.
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1. Introduction

eduroam (education roaming) [1] has become a well-known secure wireless network roaming
access service used by the international research and education community. It enables scientists,
researchers, teachers, students from different institutions to securely gain Wi-Fi Internet access
at any eduroam-enabled institution worldwide.

The eduroam service organization model assumes that in each country there is a National
Roaming Operator (NRO), mostly operated by the National Research and Education Network
(NREN) of that country. The eduroam database has been built as a central database with a
mechanism that automatically collects data from NROs to enable the operation of the eduroam
service and related supporting services like eduroam monitoring, service location maps and
usage statistics, as well as the eduroam CAT tool.

eduroam database specifications have been updated to the second version and the update
have recently become mandatory [2], requiring many changes for all National Roaming
Operators (NRO). This paper presents a system developed for managing the eduroam database
with specifications updated to the second version.
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2. Developed Management System

According to the new second version (v.2.0) of eduroam database specification [3], each NRO
should provide general data in the defined XML or JSON format. The data should be available at
the specific, predefined URLSs: http://www.eduroam.<tld>/general/<dataset-name> and must be
accessible from the eduroam database server site - monitor.eduroam.org. Data for the eduroam
database v.2.0 can be validated by XML [4] or JSON validators [5].

The developed Management System is fully compliant with the eduroam database v.2.0
specification and provides a flexible web interface to manage data for a particular NRO. We
have chosen to implement only the JSON version in our system and omit the XML format, since
one of them is required, not both, and JSON seems to be preferred by the eduroam database
server-site monitoring. MySQL/Maria DB was chosen as a backend for the implementation of
eduroam database specification. Appropriate MySQL tables were designed and created for
datasets (i.e., database tables) and respective fields (attributes) containing general data as
described in [3]. The Web interface created for database management provides the possibility to
add/edit both the Institutions and Service Locations. The main page of the web interface looks
like the one presented in Fig. 1.

eduroamDB

Institutions / Locations Contacts Generate and View JSON Validate ISON

Add Institution Add Locations  Sort Institutions

Institutions/Locations, Type, Stage, Realms

IIAP IdP+SP Active fiap.sci.am ipia.sci.am Sort Locations Edit  Delete
Institute for Informatics and Automation Problems of NAS RA 1, P. Sevak St., Yerevan Show on map Edit = Delete
NAS RA IdP+SP Active sci.am nas.sciam presidium.sciam Sort Locations Edit Delete
Presidium of NAS RA 24 M. Baghramyan Ave., Yerevan Show on map Edit Delete
YERPHI IdP+SP  Active yerphiam Sort Locations  Edit = Delete
A. Alikhanyan National Laboratory 2 Alikhanyan Brothers St., Yerevan Show on map Edit | Delete
CENS P Active Sort Locations  Edit = Delete
The Center for Ecological Noosphere Studies of NAS RA 68 Abovyan St., Yerevan Show on map Edit | Delete
IPR IdP+SP  Active ipr.sciam Sort Locations  Edit = Delete
Institute for Physical Research of NAS RA Ashtarak-2, Ashtarak Show on map Edit | Delete
BAO SP Active Sort locations  Edit  Delete
Byurakan Astrophysical Observatory of NAS RA Byurakan 0213, Aragatzotn province Show on map Edit | Delete
BOTANY IdP+SP  Active botany.sciam Sort Locations  Edit = Delete
Institute of Botany of NAS RA 1 Acharyan St., Yerevan Show on map Edit = Delete
ECONOMICS SP Active Sort Locations  Edit  Delete
M.Kotanyan Institute of Economics of NAS RA 15 G. Lusavorich St., Yerevan Show on map Edit | Delete
ARCHAEOLOGY SsP Active Sort Locations  Edit Delete
Institute of Archaeology and Ethnography of NAS RA 11 Charents St., Yerevan Show on map Edit = Delete
AGHVERAN sp Active Sort Locations Edit Delete
Aghveran NAS RA Resort Aghveran, Kotayk Province Show on map Edit | Delete
MOLBIOL SsP Active Sort Locations  Edit Delete
Institute of Molecular Biology of NAS RA 7 Hasratian St., Yerevan Show on map Edit | Delete
ARMBIOTECH sp Active Sort Locations Edit Delete
Institute of Microbiology of NAS RA 14 Gyurjyan St., Yerevan Show on map Edit = Delete
IRPHE sp Active Sort Locations Edit Delete
Institute of Radiophysics and Electronics of NAS RA 1 Alikhanyan Brothers St., Ashtarak Show on map Edit = Delete
IAPP sp Active Sort Locations Edit Delete
Institute of Applied Problems of Physics of NAS RA 25 Hr.Nersessian St., Yerevan Show on map Edit = Delete
GEOLOGY SP Active Sort Locations  Edit = Delete
Institute of Geological Sciences of NAS RA 24a M. Baghramyan Ave., Yerevan Show on map Edit | Delete
SCZHE SP Active Sort Locations  Edit  Delete
Scientific Center of Zoology and Hydroecology of NAS RA 7 P. Sevak St., Yerevan Show on map Edit | Delete
IONX SP Active Sort Locations  Edit = Delete
Trrt#itn AF Fanarl and Tnaraanic Chamickn ~f RAC DA 1N Areubinn €F Varauan Cheut An man cir | Polatn

Fig. 1. Main page.

The created web interface is English language-based. Text fields in the database are
bilingual (English and Armenian), but only English fields are required. As a result, the system
can be used by any NRO worldwide.
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A separate Contact table is created for each Institution, and contact persons can be added
from the web interface and then selected as responsible for multiple Institutions (Fig. 2). It is
allowed to add up to five contact person per Institution.

eduroamDB
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Fig. 2. Contacts page.

Next, the Institution can be added by filling in the required fields in the form presented in
Fig. 3.

eduroamDB

Institutions / Locations Contacts Generate and View ISON Validate ISON

Add Institution

Tide (eng): *

Title (army:
Address (eng):
Address (armj):
Cty (eng):
City (arm):
Coordinates: Longitude, Latitude
Type: Choose... EI

Stage: Choose... EI

Realm N1:

Realm N2:

Realm N3:

Venue Type: Choose... EI
Contact N1: * Choose...
Contact N2: Choose...
Contact N3: Choose...
Contact N4: Choose...

[E[EEEE]

Contact N5: Choose...
Info URL: *
Policy URL:

* - Necessary fileds

© 2020 ASNET-AM

Fig. 3. Institution page.

The locations interface then allows specifying the location data for each registered Institution
(Fig. 4). Required fields include location GPS Coordinates. The web interface of our system
allows us to easily select a location on the map and put the appropriate coordinates into the form.
This makes filling in the data much easier.
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eduroamDB

Institutions [ Locations Contacts Generate and View JISON Validate ISON

Edit Location

Instiution: * iy -
Title (eng): * Institute for Informatics and Automation Problems of NAS RA
Title (arm): 33 QUU Fu$npUwnhlwgh b wdnndwnwgdwl wpnpisdlbph fbunbunwn
Address (eng): 1, P. Sevak St.
Address (arm):
City (eng): Yerevan
City (arm):
Coordinates: * 40.21249,44.532808 g E=% *

50z
Type: Single Spot E Spuwitin + 2 ::, ;
Stage: Active E| Uity o B e

E;
Venue Type: Choose... i o
Contact N1: Choose... E|
Contact N2: Choose... |z| ) )
Contact N3: Choose... |z| = Z

s €
Contact N4: Choose... |z| 2 o g
1 i 1
Contact NS: Choose... |Z| :g’. ",% ]
SSID: * eduroam | E_I S ;’«; &4
7 &
Encryption: WPA2/AES ‘ |
AP num:
Wired num: %, Gnu Y L
= ”"7,(? w lf u ,(f
ag: < &
g 8
Avaiability: Default (no restrictions) |z| g Ry (=) F %
5 o

Qperation hours: o, g’§ % o

Info URL:

* - Necessary fileds
Fig. 4. Locations page.

After having the data of Institutions and Service Locations ready in the database, we can
generate a JSON file, as well as validate it with the validators of central eduroam database server
site. After generation, the system places the files in a special folder on the web server, the access
to which is open only for the IP address of the central monitoring server eduroam, which
downloads them from NROs on a daily basis, checks them for compliance with the requirements,
and updates them. To prevent data loss, all old previously generated JSON files are stored in a
separate backup folder with the date and time of their generation.

All the data can be edited and verified at any time via the web interface. After adding an
organization, it is possible to add/edit/delete/sort the eduroam service locations for the
organization in accordance with the database structure. In particular, the following fields are
available: name, address, city, coordinates, connection status, contact persons, type of service
location. In addition, there are specific fields such as: type of Wi-Fi coverage
(Single/Area/Mobile), name of the Wi-Fi network (SSID) that in most cases is “eduroam”,
encryption (WPA, WPA2), number of access points and availability (physical access restrictions
or no restrictions).

3. Service Location Map

Along with the backend Management System described above, a frontend service location map
was also created. It takes data from the same Institutions and Service Locations database and
presents it on the NROs website. The current version of it is part of Armenian NRO website [6]
and is based on OpenStreetMap [7] and Leaflet [8].
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4. Advantages

Similar eduroam database management systems were developed by Greek NREN GRNET and
called DIJNRO [9], as well as by Czech NREN CESNET [10]. But the main issue of using this
DJNRO is that it has Service locations coordinates support based on the Google Maps API,
which has become a paid service since 2018. Instead, in our work we used the free
OpenStreetMap/Leaflet [7] [8] alternatives. The CESNET solution turned out to be hard to
implement on our site because of many separated scripts and insufficiently documented solution.

5. Conclusion

This solution may be interesting for any NROs worldwide. It is currently implemented in
ASNET-AM for managing the Armenian part of eduroam database. The solution we presented is
all-in-one for NROs functions regarding the management of eduroam database, as well as for
presenting this data on the service location map.
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Unpugwd dhuwsuthh eduroam nnyjurjiiph snnbdwpwuh
Jurwjupdwh hudwlupgh dowlnid

Uppnip U. MEnpnuyut b @nipgkt U. MEnpnujut

22 90U Pudnplduunpluyh b wdunndwunwugdwt ypnp tdubph htunhunin
e-mail: arthur@sci.am, gurgen@sci.am

Udthnthnid

Uju  hnnpquwémd  ubkpjuyugws L eduroam wdjujubkph  onbdwputh
Junwdwupnudp wupqlgubint tyyuunulny dpwljyus hwdwljupgp: eduroam wnydjujutiph
onbkdwpwih tywwnwlp eduroam Swpwynipjul b ppu htn juywsd wowlgnipjuu
dwnwynipiniuibph hwdwp wthpwdbton nbkntjunynipnit npudwnpbit k, husyhuhp
k' eduroam-h uUnthwinphtgp, Swnwnipjutt quuybnt Juph pwpunbkqubpp L
ognnugnpédwtt Jhdwlugpnipiniup, htisybu twlb’ eduroam CAT gnpshpp: eduroam
nyjuubph snbkdwpwip ykpetpu pupdwgyl] E inp dbwswthhtt hwdwwywnwupiwt,
husp Uks thnthnjunipiniuttp £ ywwhwienid pnjnp wqquyjhtt pnnidhugh oykpuwnnpubkph
hwdwp (NRO): Ujunkn ubpjujugus nisnidp jupnn L ogqmuljup 1htp NRO-ukph
wnuUhthunnpuwnnpubtph hwdwnp:

Pwmtunh  pwnbkp®  eduroam, NRO, Wi-Fi, wbjup, uUnthwnnphug,
Jhdwljugpnipntl, nyjujubph snbkdwpui:

Pa3paboTka cucTemMbl ypaBJjieHUs1 00HOBJIEHHON 02301 JTaHHBIX
eduroam

Aptyp C. Ilerpocsan u I'ypren C. Ilerpocsin

WuctutyTt npobiem unpopmatuky u aBromatusannn HAH PA
e-mail: arthur@sci.am, gurgen@sci.am

AHHOTANUA

B craree mpencraBieHa cucTeMa ympoliaromas yrpasieHHe 0a30i naHHbIX eduroam.
enpb 6a3p1 qanHbIX eduroam - MPEeAOCTaBUTH HEOOXOAUMYIO HHPOPMALIUIO IJIsi PA0OTHI CITYKOBI
eduroam 1 CBA3aHHBIX C HEH BCIIOMOTATENbHBIX YCIYT, TAKUX KaK MOHUTOPUHT eduroam, KapThl
pacrojoKeHusl CIy)KO M CTaTHUCTUKA MCIONb30BaHWs, a Takke mHCTpymeHnt CAT eduroam.
Cnemudukaruu 6a3bl JaHHBIX eduroam OBUTM OOHOBJICHBI O BTOPOW BEPCHM, YTO TpeOyeT
3HAYUTEIbHBIX U3MEHEHUH 0a3 cepBuca Ui BCEX HAIIMOHAIBHBIX orepatopoB poymunra (NRO).
[IpencraBiaeHHOE 37€Ch PELICHUE MOKET OBbITh MOJIE3HBIM JUISl aIMHUHHCTPATOPOB YIPABICHUS
6a3amu gannbix eduroam NRO.

KiatoueBbie ciaoBa: eduroam, NRO, Wi-Fi, GecmpoBosHas CBfi3b, MOHUTOPHHT,

CTAaTUCTHKA, Gasa AdHHBIX.
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