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Abstract

Maintaining the security of digital systems with a huge amount of data is one of the
main concerns of IT specialists in these times. Anomaly detection in systems is one of
the solutions to overcome this challenge. Anomaly detection means finding patterns
that are not normal or deviate from normal behavior in a system. Anomaly detection
has various applications in bio-informatics, image processing, cyber security, security
for databases, etc. There are many groups of methods that are used for anomaly
detection including statistical methods, neural network methods and information the-
oretic methods. In this paper we survey pros and cons of anomaly detection based on
information theoretic techniques.

Keywords: Anomaly / outlier detection, Entropy, Relative entropy, Local-search
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1. Introduction

Anomaly or outlier is an important concept of the data analysis. Anomaly is defined as
a deviation from normal data. It means that the data object is not similar to the other
observations in the data set. It is very important to detect these objects during the data
analysis to treat them differently from the other data. The anomaly detection methods are
widely used for the following purposes:

- Credit card (and mobile phone) fraud detection;

- Suspicious Web site detection;

- Whole-genome DNA matching;

- ECG-signal filtering;

- Suspicious transaction detection and so on.

The investigation of anomaly detection techniques is very important in such fields as

- Medical and public health;

- Decision making;

- Business intelligence;

- Industrial Damage Detection

and others.
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The anomaly detection problem has become a recognized rapidly-developing topic of
the data analysis. A significant number of methods have recently been proposed. Many
surveys and studies are devoted to this problem, see for example [1] - [4]. They concern
different aspects of anomaly detection. [1] reviews traditional outlier detection algorithms, [2]
overviews the existing research for the problem of detecting anomalies in discrete sequences,
[3] is focused on ensemble learning ones, while [4] only involves the latest and popular
anomaly detection methods for the data with high dimensionality and mixed types, on
which the classical detection methods cannot operate very well.

There is no widely acceptable formal definition of the anomaly. The precise definition
of the outlier depends on the specific problem and its data representation. At an abstract
level, an anomaly is defined as a pattern that does not conform to expected normal behavior.
A straightforward anomaly detection approach, therefore, is to define a region representing
normal behavior and declare any observation in the data that does not belong to this normal
region as an anomaly. But several factors make this approach very challenging.

Specific formulation of the problem is determined by several different factors such as the
nature of the input data, the availability of labels, the constraints and requirements induced
by the application domain. This justifies the need for the broad spectrum of anomaly detec-
tion techniques. Based on the research area the majority of anomaly detection techniques
can be categorized into classification, nearest neighbor, clustering, statistical and information
theoretical techniques.

Each of the large number of anomaly detection techniques has it’s own unique strengths
and weaknesses. It is important to know which anomaly detection technique is best suited
for a given problem. Given the complexity of the problem space, it is not feasible to provide
such an understanding for every anomaly detection problem.

None of the previous surveys, however, focuses on information theoretical detection meth-
ods. In this paper we survey the state-of-the-art techniques of anomaly detection based on
information theory. The aim is to explore the use of tools/proposals of Information The-
ory, which is capable of being used to solve the problem of anomaly detection from new
perspectives.

2. Some Information Theoretic Measures

Entropy is an important concept in information theory and communication theory [5]. It
measures the uncertainty of a collection of data items:

Zp )log p(z

for a data set X of items x with probabilities p(x). Entropy specifies the number of bits
required to encode and transmit the classification of data item.

For anomaly detection entropy can be used as a measure of the regularity of audit data.
The smaller the entropy, the more regular is the data set. High regularity data can predict
future events because events repeated many times in the current data set are likely to appear
in the future.

Conditional entropy of X given Y is

H(X|Y) ==Y p(x,y)logp(zly),

T,y
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where p(x,y) is the joint probability of x and y and p(z|y) is the conditional probability
of x given y. This measure can be used for anomaly detection as the value of dependence
regularity. As in case of entropy, the smaller the conditional entropy, the better.

Kullback-Leibler divergence also known as relative entropy between two probability dis-
tributions on the same X is

p(z)
q(x)
For anomaly detection KL divergence can be used to measure the distance of regularities

between the training data set and the test data set. Again, the smaller the relative entropy,
the better.

D(P| Q)= Zp )log 220

3. Information Theory Based Anomaly Detection Techniques

Information theoretic techniques analyze the information content of a data set using different
information theoretic measures such as entropy, relative entropy, and so on. Such techniques
are based on the following key assumption: anomalies in data induce irregularities in the
information content of the data set.

In [6] the information-theoretic measures are proposed for anomaly detection in the fol-
lowing general approach:

- Measure the regularity of the data and perform the appropriate data transformation.
Iterate this step if necessary so that the data set used for modeling has high regularity.

- Determine how the model should be built, i.e. how to achieve the best performance or
the optimal performance/cost trade-off, according to the regularity measure.

- Use relative entropy to determine whether a model is suitable for a new data set (e.g.,
from a new environment).

Different sequence lengths are used to show the relationship between regularity and de-
tection performance. In practice, one can simply compute the regularity of a given data
set and determine how to build a model, because computing regularity, in general, is much
more efficient than computing a model. This is one of the advantages of this approach in
comparison with the others, where there is no quideline for building a model and explaining
its performance. However, the relationship between regularity and detection performance
was shown for the classifier model, while there are other probabilistic algorithms, that can be
used for anomaly detection. How the information-theoretic measures can be used for these
algorithms is an open question.

Some real-life applications contain categorical data, however, most of the outlier algo-
rithms are focused on numerical data and do not perform well when applied to categorical
data. The problem of outlier detection in categorical data is considered in [7]. Here entropy is
used to measure the degree of disorder of a dataset. The optimization problem is described
as follows: finding a subset of k objects such that the expected entropy of the resultant
dataset after the removal of this subset is minimized. The greedy optimization scheme that
uses local search heuristic is studied for quality - time tradeoff. As a result the Local search
algorithm (LSA) was presented, which has been shown to be the best in detecting outliers
both in terms of accuracy and speed when compared with other techniques.

Working of LSA can be defined as follows.

- For a dataset DS, k outliers are to be detected using entropy,

- The number of outliers to be generated (k) is user defined.
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- The initial set of outliers (SO) is empty and all the dataset’s records are marked as
nonoutliers.

- k scans are carried out to select k records as outliers.

- During each scan, each record tagged as a non-outlier is temporarily removed from the
dataset and the change in entropy is calculated.

- The record that achieves the maximum decrease in entropy by removing that record, is
selected as an outlier and added to SO.

- This continues for each scan until the size of OS reaches the defined value of k.

As the optimal number of outliers varies from dataset to dataset, it is not possible to
predict the number of outliers or to define a standard or fixed number of outliers that can
be applicable for every dataset. This is the disadvantage of LSA.

In [8] an outlier detection technique for categorical data is proposed which is based on
entropy and called Automated Entropy Value Frequency (AEVF). It requires no user input
and will always generate the optimal number of outliers. This is the extended version of the
LSA, which introduces the new terms: entropy difference gap and max entropy gap. The
entropy difference gap is the difference in the values of change of entropy between one record
and the next. The max entropy gap is the maximum entropy difference gap that can exist
as defined by the user. If the entropy difference gap becomes larger than the max entropy
gap, the algorithm terminates.

The algorithm is a two-step process:

- Generating entropy change values. The change in entropy value for each record in a
data set is generated and stored in a table. Once all records have been processed, the table
is updated so that the record with the maximum entropy change value is at the top, followed
by the other records in descending order of entropy change values.

- Generating outliers. The entropy difference gap is determined and then compared with
the max entropy gap for each value from the top of the table downwards. If the entropy
difference gap is less than or equal to the max entropy gap then the algorithm continues
carrying out comparisons down the table, otherwise the algorithm terminates and all the
records up to that point are added to OS, which is then displayed as the output.

The disadvantage of this approach is that it is not possible to define a standard max
entropy gap which could be applied to every data set. In [8] an automated algorithm is
proposed by combining the two above algorithms, which requires only the dataset as input
and does not require either the number of outliers or the max entropy gap as user input.

AEVF algorithm is:

- Finding the optimal max entropy gap. The change in entropy value for each record in
the dataset is generated and stored in a table. The average entropy change is determined,
which is set as the max entropy gap. Once all records have been processed, the table is
updated to show the record with the maximum entropy change at the top of the table,
followed by descending values of entropy change.

- Finding the optimal number of outliers. The entropy difference gap is determined and
then compared with the max entropy gap. If the entropy difference gap is less than or equal
to the max entropy gap then the algorithm continues working down the table carrying out
the comparison. Otherwise the algorithm terminates and all the records up to that point
are added to OS, which is then displayed as the output.

A novel, parameter-free method, COMPREX, for identifying anomalies using pattern-
based compression is introduced in [9]. Compression-based techniques have been explored
mostly in communications theory, for reduced transmission cost and increased throughput
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and in databases, for reduced storage cost and increased query performance. In the men-
tioned paper the proposed method finds a collection of dictionaries that describe the norm
of a database succinctly, and subsequently flags those points dissimilar to the norm with a
high compression cost as anomalies. This approach exhibits four key features:

1) it is parameter free; it builds dictionaries directly from data, and requires no user -
specified parameters such as distance functions or density and similarity thresholds,

2) it is general; it works for a broad range of complex databases, including graph, image
and relational databases that may contain both categorical and numerical features,

3) it is scalable; its running time grows linearly with respect to both database size as
well as number of dimensions, and

4) it is effective; experiments on a broad range of datasets show large improvements in
both compression, as well as precision in anomaly detection, outperforming its state-of-the-
art competitors.

Techniques focused on anomaly detection in graph-based data have recently been the sub-
ject of attention . A general, comprehensive survey of state-of-the-art methods for anomaly
detection in data represented as graphs is provided in [10].

Here we focus only on information -theoretic approaches. In [11] the authors introduced
two techniques for graph-based anomaly detection. The first, anomalous substructure de-
tection, looks for specific, unusual substructures within a graph. In the second method,
anomalous subgraph detection, the graph is partitioned into distinct sets of vertices (sub-
graphs), each of which is tested against the others for unusual patterns. Using the concept
of conditional entropy a measure of graph regularity called conditional substructure entropy
has been introduced to define the number of bits needed to describe an arbitrary substruc-
tures surroundings. A substructure is a connected subgraph of the overall graph. By sur-
roundings, authors are referring to the edges and vertices adjacent to the substructure. The
surroundings can be thought of as a set of extensions to the substructure; an extension of
a substructure is defined to be the addition of either a single vertex (along with the edge
connecting it to the substructure), or a single edge within the substructure.

Let Y be defined to contain all n-vertex substructures within the graph, and X contain
all extensions of the substructures in Y. For a given substructure y € Y, P(y) is defined as
the number of instances of y in GG, divided by the total number of instances of all n-vertex
substructures. For particular substructures x € X,y € Y, P(z|y) is defined to represent the
percentage of instances of y that extend to an instance of x. By analogy of the conditional
entropy for string data, the conditional substructure entropy is defined as

H(X|Y) = Zp [p(z|y) log p(z|y) + (1 — p(z]y)) log(1 — p(z[y))].

Entropy and KL divergence methods have been regarded as effective methods for detect-
ing abnormal traffic based on IP address-distribution statistics or packet size-distribution
statistics [12] - [14].

In [15] two new and effective anomaly-based detection metrics (generilized entropy and
information distance) were proposed, which identify DDoS attacks early and accurately. An
effective IP traceback scheme was proposed based on an information distance metric that
can trace all attacks back to their own local area networks (LANs) in a short time.

The Renyi or generalized entropy of order « is defined as follows:

1
Ho(z) = T——logx(3_p), @ =0, a# 1.
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The Renyi divergence between probability distributions P and @ is:

1
Ca—1

Do (Pl|Q)

logy(3_pi'g; "), a>0.

The Renyi divergence, as the generalized divergence, can deduce many concrete diver-
gence forms according to different values of order «.
The information distance is the symmetricized metric

Da(P, Q) = Da(P[|Q) + Da(Ql|P).

It is significant that this metrics can improve the systems’ detection sensitivity by ad-
justing the value of order a of the generalized entropy and information distance metrics. As
the proposed metrics can increase the information distance between the attack traffic and
the legitimate traffic, they can effectively detect low-rate DDoS attacks early and reduce
the false positive rate clearly. As a result [15] the proposed information metrics improve
the performance of low-rate DDoS attacks detection and IP traceback over the traditional
approaches.

As in [9], universal source coding has been used for anomaly detection in various papers
mostly based on comparing code length, see for example, [16] - [20]. The comparison is done
by a measure of entropy rate. The problem is that there are many dissimilar sources that
have the same entropy rate. To overcome this issue a new approach based on the notion of
atypicality is suggested in [21].

Most of the value in the information in some applications is in the parts that deviate from
the average, that are unusual, atypical. Atypicality is defined as data that can be encoded
with fewer bits in itself rather than using the code for the typical data. In [21] the authors
show that this definition has good theoretical properties and develop an implementation
based on universal source coding. This idea of finding alternative explanations for data
rather than measuring some kind of difference from typical data is what separates this
method from usual approaches in outlier detection and anomaly detection. Atypicality is
purely a property of data and therefore there are no misses or false alarms: data is atypical
or not.

4. Conclusion

The present work studied main information theoretic approaches for anomaly detection ap-
plications. Information theory provides a universal approach instead of looking at specific
statistics of data.

The advantages of information theoretic techniques are as follows: (1) They can operate
in an unsupervised setting. (2) They do not make any assumptions about the underlying
statistical distribution for the data.
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Udthnthnid

UGniwhwltph hwymGupbpnuip GQuiuwynmd £ hwquginun ngjuwiGbph GogyGuulw-
gnid, npnlp Gnpiwy 66 Juwd tnymd 66 hwdwlwpgmd  Gnpdw]  wwhywophg:
UGniwhwjh hwymGwptpnuip nGh wwpptn hpwnnipynGGtp YaGuwhGbnpdwmhluwgh,
wwuwnybnGtph Quwyiwb, Yhphpwligunwignipjub, nyjuwGoph pwquih wlijunwligmpjud
wwwhnydwl b wj nnpubtpmd: Gul puqiwphy dtpnnltinh fudptin, npnlp oguwgnpdynid
L0 wlndwjhwGbph hwjmbGwptpdwl hwdwp, GGpunjw] yhdwlwgqpuyuwl dtpnnGhpp,
GbjpnGwjhG gulgh dtpnnltpp L hGPnpiwghwyh wmbunpjul dtpnnltpp: Uju hngpuond
pGGwpyynd GG hhiGwlwl hGpnpiwghnG-nbuwyuwli dnntgnmiGbpl wndwihwlbph
hwjmbGwptpdwl YhpwnnipniGGoph hwdwnp: bbnpiwghwjh wmbumpjmbp wnwihu L
hwipnhwlnp dninbgnmyd wywiGtph JhdwugpmpmiGp Ytpniotyne thnfuwpb:

Pwlwh pwntp wlniwhwyh hwjmbGwptpnd, EGwupnwyhw, hwpwpbpuyw6
ELGunpnuhw, mtnujhG npnGiw6 typhunmhly wignphpd LSA:
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WHuctuTyT 1pobaeM mHPOPMATUKU U aBToMaTtuzanuu HAH PA
e-mail: armar@sci.am, tigranbadasyan@gmail.com

AnHoTanuys
OO6Hapy>keHUe aHOMaAWM O3HauvaeT OIMO3HaBaHUE PEAKHUX AAHHBIX, KOTOpble He

SABASIOTCSI HOPMAABHBIMU UAM OTKAOHSAIOTCS OT HOPMAABHOI'O IIOBEACHUSI B CUCTEME.
OOnapy>keHHWe aHOMAAMU HMeeT pa3AWYHBIe IIPUMEHeHUs B OHOWH(pOpMaTHKe,
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00paboTKe n300pakeHu, KubepObe30MmacHOCTH, 0e30IaCHOCTU AN 0a3 AQHHBIX U T.
A. CylecTByeT MHOTO TPYIII METOAOB, KOTOPBIE MCIIOAB3YIOTCSI AASI OOHapPYy KeHUSs
aHOMaAUM, BKAIOUAas CTAQTUCTUUYECKME METOABI, METOABl HEWPOHHBIX CeTel u
TEOPeTUKO-uH(pOpPMallMOHHEIE MeTOABI. B HacToglllell paboTe paccMaTPUBAIOTCS
OCHOBHBIE TEOPETHUKO-MH(POPMAIUOHHBIE TTOAXOABI AAS IIPUAOKEHUMN OOHapy’KeHUs
anoMaauii. Teopusi uHOpPMAIUU MPEAOCTaBASIET YHUBEPCAABHBIM ITOAXOA BMECTO
TOTO, YTOOBI CMOTPETh Ha KOHKPETHBIE CTaTUCTUUYECKUEe AQHHBIE.

KAroueBEle CAOBa: OOHapy>keHHEe AaHOMAaAWM, OJOHTPONHS, OTHOCUTEABHAd
SHTPOIHUS, 3BPUCTUYECKUM aATOPUTM AOKAABHOTO IToncka LSA.



